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Abstract 

Background As the misuse and abuse of medical narcotics are increasing in South Korea, an information system for 
the integrated information management of medical narcotic drugs across the nation is needed. This paper presents 
the development process of the Narcotics Information Management System (NIMS) for the monitoring of medical 
narcotics usage and the results of its implementation.

Methods As the NIMS enforces that all narcotics handlers digitally report all information on handling medical nar‑
cotic drugs, the functional requirements of the NIMS have been identified in accordance with the Narcotics Control 
Act. In addition to the functional requirements, the non‑functional requirements of the NIMS have been elicited by 
major narcotics handlers and their associations. The non‑functional requirements include privacy, availability, connec‑
tivity, interoperability, and data integrity. The system design with entity‑relationship diagrams and its implementation 
processes have been presented.

Results The NIMS encompasses all narcotic handlers, which comprise exporting, importing, and pharmaceutical 
companies; wholesalers; hospitals and clinics; and pharmacies, collecting over 120 million cases annually. It enables 
transparent monitoring throughout the life cycle, from manufacturing, sales, purchase, and disposal of narcotics. As a 
result, the number of prescriptions for medical narcotics has been reduced by 9.2%.

Conclusions To the best of our knowledge, the NIMS is the world’s first system to manage all information on the 
total life cycle of medical narcotics, including imports, production, distribution, use, and disposal of drugs. This system 
has enabled the safety management and monitoring of medical narcotic drugs. Additionally, it provides consistent 
and transparent information to physicians and patients, leading to the autonomous safety management of narcotics. 
The successful development of the NIMS can provide guidelines for implementing a narcotics management system in 
other countries.
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Background
Rationale
Medical narcotics are essential for treating diseases and 
alleviating pain, but they are also associated with the risk 
of misuse/abuse and addiction. Specifically, in the case of 
synthetic opioid analgesics used for medical purposes, 
the rates of abuse and addiction are increasing [1]. In the 
U.S., the number of fatalities due to the overuse of syn-
thetic opioid analgesics, such as fentanyl, increased by 
10% in 2018 [2]. Especially during the COVID-19 pan-
demic, drug abuse in entertainment facilities has rapidly 
decreased, and the supply of heroin has reduced, whereas 
abuse of fentanyl and similar substances that can be 
obtained relatively easily is increasing. Moreover, with 
the development of the Internet, the illegal or excessive 
use of medical narcotics(including psychotropic sub-
stances and cannabis), such as propofol,1 zolpidem, and 
appetite suppressants, has become more prevalent [3, 
4]. Healthcare Information Technology (HIT) is imple-
mented by several countries to facilitate the safe use of 
medical narcotic drugs and monitor cases of illegal use 
and misuse/abuse. A number of studies on HIT show that 
it is an effective tool to control doctor shopping, resulting 
in a 7% reduction in doctor shopping and a 5% decrease 
in the fatality rate [5].

System trends by country
In the U.S., the number of deaths caused by the overdose 
of narcotic analgesics has been rapidly increasing [6]. 
Accordingly, to regulate the use of narcotic drugs, con-
trolled substances are designated to Schedule I–V under 
the Controlled Substance Act, which specifies the regis-
tration of handlers and the obligation for the retention of 
drug handling records. In addition, the Prescription Drug 
Monitoring Program (PDMP) was established to prevent 
drug abuse and addiction under the Model Prescription 
Monitoring Program Act [7]. Fifty states in the U.S. par-
ticipate in the program, which is operated by each state 
depending on the local context. The drugs in focus vary 
by state, but they mainly correspond to controlled sub-
stances from schedules II to IV. The prescribers must 
report the prescription and dispensing information of the 
drug as well as patient information to the PDMP within 
24 h. In the U.S., it has been reported that the implemen-
tation of PDMP reduced the prescription of opioids and 
narcotic analgesics [8, 9]. Moreover, the PDMP report 
indicated that the number of cases suspected of doc-
tor shopping decreased by 44% [10]. Freeman et al. [11] 
conducted investigative interviews to determine the 
status of the use of PDMP and pharmacists’ awareness. 

Pharmacists responded that PDMP was very useful in 
identifying patients who had prescriptions for other nar-
cotics and making dispensing decisions.

In Canada, controlled substances are classified into 
Schedules I–V under the Controlled Drugs and Sub-
stances Act [12]. Since the Narcotics Safety and Aware-
ness Act was implemented in 2010, seven provinces 
introduced a computing system for monitoring the pre-
scriptions for narcotics [13], and New Brunswick and 
Prince Edward Island are developing an information sys-
tem. In Ontario, misuse of synthetic opioid analgesics, 
benzodiazepines, and stimulants decreased, owing to leg-
islations related to narcotics and the Narcotics Monitor-
ing System (NMS) [14].

Australia has classified medical narcotics into schedule 
8 according to the Standard for the Uniform Schedul-
ing of Medicines and Poisons, also known as the Poisons 
Standard [15], and has introduced the Electronic Record-
ing and Reporting of Controlled Drugs initiative to pre-
vent the abuse of controlled substances. Accordingly, the 
state of Tasmania operates the Drug and Poison Informa-
tion System Online Remote Access (DORA) to manage 
the prescriptions for narcotics and poisonous substances 
[16]. Furthermore, data on the use of controlled sub-
stances are maintained on My Health Record, which 
is self-managed by the patients as per the My Health 
Records Act [17, 18]. According to the 2018 Australian 
Annual Drug Overdose Report, the fatality rate from 
addiction to prescription synthetic opioid analgesics in 
Tasmania decreased by approximately 27% compared 
with the national average between 2012 and 2016 since 
DORA was introduced in 2009 [19]. Boyles [16] analyzed 
the fatality rate due to overdose of synthetic opioid anal-
gesics after the introduction of DORA, which showed a 
significant reduction in the states. This finding demon-
strates that DORA is a useful tool for reducing the fatal-
ity rates related to the use of narcotic drugs.

In Korea, public insurance is provided to the entire 
population to receive care in a hospital. However, if 
they did not use public insurance, regulatory authorities 
would be unable to track their use of medical narcotics. 
In addition, forged and illegal prescriptions or excessive 
prescriptions for narcotic drugs are some of the causes of 
social problems. The number of narcotics users increased 
by 12.5% in 2020 compared with 2019, and in particular, 
medical narcotic drugs, including "fatigue recovery injec-
tions (propofol)," "weight-loss drugs (anorectic agents)," 
"date rape drugs (sleep aids, muscle relaxers)," and "study 
drugs (stimulants)," are being overused or misused; how-
ever, an integrated information system for medical nar-
cotics is still lacking.

1 propofol is classified as an antipsychotic drug in Korea.
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Following the development of the Narcotics Informa-
tion Management System (NIMS)2 by the Korean gov-
ernment in 2014 for the systematic management and 
monitoring of medical narcotics, a 2-year pilot project 
was launched. Since then, for medical practitioners han-
dling medical narcotics, the medical narcotics handling 
reporting system has changed from a written record-
ing system on the management register to an electronic 
reporting system via NIMS, with the new system taking 
effect in May 2018.

Methods
Institutional information
The objective of the NIMS is to ensure that all narcot-
ics handlers digitally report all information on handling 
medical narcotic drugs. However, in Korea, the narcotic 
usage per prescription for situations not covered by pub-
lic health insurance, such as treatments for beauty, plastic 
surgery, and health promotion, and cases of psychiatric 
illnesses where patients do not wish to disclose details, 
has not been properly controlled. Therefore, it is neces-
sary that the NIMS monitor all the cases of medical nar-
cotics handling information regardless of whether or not 
they claim benefits from the national medical insurance 
system. Medical narcotic handlers should be obliged to 
report via the NIMS pursuant to the Narcotics Control 
Act. To this end, NIMS supports pharmaceutical com-
panies, wholesalers, hospitals, clinics, and pharmacies, 
which are included in automatic reporting and interac-
tions via software and computing systems, such as medi-
cal record (EMR), enterprise resource planning (ERP), 
and claims/prescriptions software. Kruse et  al. (2020) 
reported that increased interaction, whether voluntary or 
mandatory, between systems leads to more successful use 
of HIT [5]

The report on narcotic usage includes the date, prod-
uct name, quantity, etc., and while a serial number should 
be reported for drugs, a manufacturing number should 
also be reported for psychotropic drugs. Drug handling 
medical business operators and drug handling retailers 
shall report the patient’s resident registration number, 
disease classification symbol, and doctor’s license num-
ber. However, since the drug handling reporting system 
is for managing actual medical drugs, it does not report 
a narcotics handling case if only a prescription has been 
issued without the direct preparation and administration 
of the narcotics. Additionally, exceptions to correct serial 

or manufacturing numbers are allowed for treatments in 
emergency rooms.

To the best of our knowledge, the NIMS is the first sys-
tem in the world to manage all information on the total 
life cycle of medical narcotics from import, production, 
distribution, use, and disposal of those drugs, as well as a 
unique product identification code, doctor’s unique iden-
tification number (license number), and patient’s unique 
identification code (resident registration number).

The Korea Institute of Drug Safety & Risk Management 
has been designated as the Center for  Narcotics  Infor-
mation Management to operate the NIMS pursuant to 
Article 11 (2)3 of the Narcotics Control Act and Arti-
cle 8 of the Enforcement Decree of the Act. The Center 
for Narcotics Information Management offers services 
related to the establishment and implementation of 
plans for collecting, investigating, using, and providing 
information on narcotics in addition to training and pro-
motion, research and investigation, establishment and 
operation of the system, and provision and utilization of 
information.

System requirements
Functional requirements
The functional requirements of the NIMS have been 
identified in accordance with the Narcotics Control 
Act. A narcotics handler or a person approved to han-
dle narcotics shall report to the Minister of Food and 
Drug Safety on matters regarding the name, quantity, 
date of use, place of purchase, inventory, and serial 
numbers of narcotic drugs that are exported, imported, 
manufactured, sold, received by transfer, transferred, 
purchased, used, discarded, dispensed, administered, 
provided for administration, or used for academic 
research, and the name of each party that was included 
in all such transactions. In such cases, if a narcotics 
handler or a person approved to handle narcotics is the 
other party involved in the handling of narcotics, the 
extent of handling and permission or approval number 
or date should be reported together with the aforemen-
tioned report. A medical trader or retailer must enter 
the patient registration number, disease classification 
code, name of the business, and name and license num-
ber of the doctor issuing prescription. If a veterinarian 
uses narcotics to treat animals, the resident registration 

2 Information system established with functions for narcotics handlers or 
handling approvers to electronically report all details, including production, 
distribution, and use of narcotics, and functions of analyzing such informa-
tion, to stop illegal outward flows and abuse of narcotics, pursuant to Article 
11 (Reporting of handling narcotic drugs) of the Narcotics Control Act.

3 Narcotics management system for narcotics handlers including pharmaceu-
tical companies which produce, distribute, and use narcotic drugs, exporting 
and importing companies, pharmaceutical wholesalers, hospitals and clin-
ics, pharmacies, and academic researchers to report all information includ-
ing exports and imports, manufacturing, use of raw materials, sale, purchase, 
preparation, administration, handover, takeover, and disposal in the Narcot-
ics Information Management System (NIMS), pursuant to Article 11 (Report-
ing of handling narcotic drugs) of the Narcotics Control Act.
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number of the owner or manager of the animals must 
be recorded.

The management process of medical narcotics based 
on the information above is shown in Fig.  1. Narcot-
ics handlers should report information corresponding 
to the Report Items or Common Report Items given in 
each workflow step using the NIMS.

Non‑functional requirements
In addition to the functional requirements, the non-
functional requirements of the NIMS have been 
elicited by major narcotics handlers and their asso-
ciations, including the Korean Medical Association, 
Korean Pharmaceutical Association, Korean Society of 
Health-system Pharmacists, Korean Veterinary Medical 
Association, Korea Pharmaceutical Distribution Asso-
ciation, Korea Pharmaceutical and Bio-Pharma Manu-
facturers Association, and Korean Research-based 
Pharmaceutical Industry Association. Their needs were 
identified via a series of meetings and interviews, and 
potential conflicts were coordinated, which minimized 
confusion at an early stage of the implementation of the 
system by specifying the requirements. For example, 
special attention has been paid to the different charac-
teristics of medical specialists.

Privacy
The first non-functional requirement identified dur-
ing the process was privacy. For example, the associa-
tion of psychiatric practitioners had concerns that if the 
prescription history is reported, patients might evade 
medical consultations. To resolve the issue, we used the 
asymmetric encoding algorithm of the Rivest–Shamir–
Adleman method to protect personal information and 
security measures such, as Secure Socket Layer, in the 
communication pathway.

Availability
The second non-functional requirement was availability. 
Industry representatives wanted some information to be 
entered into the system automatically, such as the basic 
information of patients. The autocomplete function ful-
filled this request. Moreover, there was another request 
for a function that would allow checking stocks by items, 
transfer of the stock, or compensation of the stock. The 
function of reporting and stock transfer, storing, and 
releasing has been implemented as a response to the 
request.

Connectivity
As the NIMS is computationally connected to the soft-
ware used by the narcotics handlers (EMR, ERP, claims, 

Fig. 1 Workflow of the narcotics information management system. From the production to disposal of the medical narcotics reporting process
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and prescription software), connectivity was identified 
as another non-functional requirement. The connecting 
system was designed for users who are not familiar with 
computer systems or elderly people to generate a report 
automatically via the software so as to increase the capac-
ity for computational reporting.

During connected reporting, narcotics handlers can 
provide information via the software used by them with-
out entering the NIMS web system. At an early stage of 
designing the connecting system, a difficulty arose with 
regard to the exact status of the software companies used 
by the narcotics handlers. Therefore, efforts have been 
made to identify the status via cooperation with relevant 
associations, such as physician associations, official doc-
uments, meetings, and information sessions.

Interoperability
Interoperability for connectivity was also considered. 
There was difficulty in persuading the companies because 
the languages and structures developed by each software 
varied, and a design for standardization was important. 
To that end, a consultative group was formed including 
general hospitals, clinics, and software companies. Based 
on their requirements, the layout of the connecting sys-
tem was designed, and a connection development guide 
and sample source codes for connection in five major lan-
guages (Java, C#, Visual Basic, Delphi, and PowerBuilder) 
were provided. Then, the software companies were 
invited to information sessions and meetings, and they 
were divided into groups of pharmaceutical companies, 

wholesalers, general hospitals, hospitals or clinics, and 
pharmacies.

Data integrity
As the NIMS deals with narcotics handling information 
from more than 0.5 million cases a day from various nar-
cotics handlers, data integrity and data quality manage-
ment are of critical importance. If data integrity is not 
secured, there is a risk of data forgery and falsification, 
statistical errors, and the safety management of narcot-
ics being jeopardized. The NIMS was not designed to be 
used to arbitrarily modify or delete all narcotics handling 
records reported on the NIMS. It was designed to trace 
the history, which is connected to the history of exist-
ing records in the form of chains, in the event that the 
reported information was modified. In accordance with 
the policy, all data is backed up daily or weekly. In addi-
tion, the database is only accessible through the access 
control system, and the entire history of instruction exe-
cution is recorded and backed up in a separate log. The 
process for data quality management is described in the 
System Verification section.

Other requirements include system improvement, such 
as facilitating administrative disposition, and non-func-
tional requirements, such as training support.

As shown in Fig. 2, each step of the development pro-
cess was tailored using the Agile Scrum methodology. 
Project leaders, such as project managers, developers, 
and database administrators who participated in the 
NIMS development project, attended and shared the 
review of the previous day’s work as well as the work 

Fig. 2 Development process: The development process was tailored using the Scrum development methodology of agile
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plan for that day. After the entire project schedule was 
established, it was segmented into sprints, and Scrum 
meetings took place every morning for 15  min. Shared 
information was visualized via Post-it and Redmine. This 
process was helpful in identifying issues among project 
participants early on and sharing the progress.

The development outputs were tailored based on the 
information engineering methodology, and during the 
analysis of the requirements, the requirement specifi-
cations and traceability matrices were prepared. This 
process facilitated securing traceability for the final 
functions.

System design
The functional specifications were prepared based on the 
requirements to design a layout and create a database 
entity-relationship diagram for each handler. Particularly, 
the database was normalized by each of the first services 
for handling narcotics and considering the various work-
flows of the narcotics handlers; the master-detail struc-
ture was designed to meet the performance requirements 
via denormalization. For example, prescriptions are 
saved in RND_Header, and a list of narcotic medications 
according to the prescriptions is saved in RND_Detail, as 
shown in Fig. 3. This structure was designed to be applied 
to all narcotics handling procedures in common, from 
production to disposal, regardless of the stages of pre-
scription and preparation for drugs. It was designed so 
that the primary key is generated by the users in the user 

field and not by the system. This was intended to speed 
up the "create, read, update, and delete" operations in the 
database while connecting to various systems and allow-
ing the users to modify and delete information on medi-
cal narcotics handling with their primary key. If users 
modify or delete data, the history is not deleted in the 
database, and the modification history can be traced by 
connecting the original record to the modified record in 
the form of a chain.

The NIMS provides connections via an HTTP-based 
representational state transfer application programming 
interface (RESTful API) and service-oriented architec-
ture-based enterprise service bus (ESB). Moreover, a 
reporting file format can be chosen between extensible 
markup language and comma-separated values, as shown 
in Fig. 4, which is a data format required by global phar-
maceutical companies. It was designed in such a way that 
if it fails to report owing to problems with the network or 
connecting software, it generates a report by uploading 
the reporting files.

System development
The electronic government framework was formed based 
on Java’s Spring Framework, which should be prioritized 
when establishing websites for the government, public 
institutions, and public enterprises according to the guid-
ance of the Ministry of the Interior and Safety in Korea. 
The NIMS was developed based on the Korean electronic 
government standard framework and activated in Java 

Fig. 3 Entity‑relationship diagram of the narcotics information management system. The database schema was designed with master‑detail 
structure
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Development Kit 1.7. The NIMS website and its connect-
ing system were designed as a three-tier structure where 
the Web Server uses Apache 2.2.15, the WebSphere 
Application Server uses Weblogic 12c. Oracle Exadata, 
an appliance device, and the database uses Oracle 12c.

The connecting system was developed in the RESTful 
API method and ESB. To deal with the initial simulta-
neous transactions, it was implemented in an asynchro-
nous pattern, followed by a two-step method to confirm 
the completion after sending the reporting informa-
tion. However, a synchronous model was provided after 
the system was stabilized. Currently, the synchronous 
method processes 80–120 transactions per second for 
which resources are used on average within 10–20%.

Infrastructure flexibility was secured via a virtualized 
server, and the network interval within the system was 
formed to be 1G, while the interval between the web 
application server and the database was formed to be 
10G, where a large number of arithmetic operations are 
performed.

System verification
Upon the completion of the system development, a pilot 
test was performed from March to May 2018. During the 
test, a meeting was organized for the major users that led 
to improvements in user inconvenience, e.g., user inter-
face and user experience.

Since the NIMS deals with narcotic reports of more 
than 0.5 million cases a day, data quality management is a 
critical issue. To that end, a database quality management 
(DQM) process has been formed to verify user input data 
during the test. As a result, data integrity issues are clas-
sified into the following categories: duplicate entry, for-
mation error, logic error, and the subject of surveillance. 
For any system errors, the corresponding function was 
modified. Users are notified about simple user errors via 
email or mail. If the errors are assumed to be intentional 
or repetitive, they are classified as the subject of surveil-
lance to be monitored, and appropriate information is 

sent the Ministry of Food and Drug Safety so that they 
can provide guidance and conduct supervision.

In a study by Jung Seung-Ho et  al. [20] (recited from 
National Information Society Agency Report, Korea 
2011), the average error rate of data that belonged to 
administrative and public institutions was 5.19%, which 
was found to be higher than that of private sectors. How-
ever, the DQM system managed to reduce the error rate 
from 5% at an early stage to 0.05% via the DQM system.

Data verification and Utilization of the system
Since the implementation of the NIMS in May 2018, 
narcotics handlers can check their inventory and details 
of use via the NIMS, therefore, replacing the narcotics 
handling management register. Additionally, abnormal 
narcotic usage is assessed via cross-analysis using the 
database itself and connection with the public informa-
tion in seven government institutions. The analyzed 
information is provided to the Ministry of Food and 
Drug Safety and relevant administrative institutions so 
that they can conduct intensive screening inspections 
and monitoring. The enterprise architecture is shown in 
Fig. 5.

Results
Registration status
Since the introduction of NIMS in May 2018, a total of 
63,311 narcotics handlers have been registered as mem-
bers of NIMS, with a total of 115,889 approved cases 
in South Korea from May 2018 to November 2021. In 
Korea, when dealing with medical narcotics, narcotics 
handlers must register and report to NIMS, except for 
those who do not handle medical narcotics or just issue 
a prescription to a patient without handling narcotic sub-
stances. The number of registered members compared 
with approved cases for each type of narcotics handler is 
shown in Table 1.

Note that a membership rate of more than 100% 
reflects the institutions whose license/approval was 
canceled or which do not handle medical narcotics 

Fig. 4 Report file format. The reporting file formats were designed in.xml and.csv
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anymore but are still maintaining their membership 
in the NIMS for the purpose of individual narcotics 
handling records. Additionally, hospitals have lower 
membership rates because medical practitioners are 
not supposed to report to NIMS if they do not handle 
actual substances but issue prescriptions only. During 
this period, data pertaining to a total of 405 million 

cases of narcotic drug handling were collected, and 
on average, data pertaining to approximately 0.5 mil-
lion cases of narcotic drug handling are being collected 
every day.

Operational results
The operational status of the NIMS in 2020 is shown in 
Table  2. The most frequent type of narcotics handling 

Fig. 5 Structure of the narcotics information management system. The enterprise architecture for reporting systems

Table 1 Approved cases of narcotic handling vs Number of NIMS members

Classification Approved as narcotic handler cases, n NIMS members, n NIMS 
membership 
rates, %

Sum 115889 63311 55%

Manufacturer 74 94 127%

Importer and exporter 70 95 136%

Raw material user 94 105 112%

Wholesaler 1985 2703 136%

Pharmacy 24151 26862 111%

Hospital 80372 27250 34%

Academic researcher 1569 2077 132%

Other handling approvers 7574 4125 54%
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information was drug disposal in hospitals, clinics, and 
pharmacies at 62.5%, followed by reporting of adminis-
tration in hospitals at 26.5%.

The reports of the NIMS from January to December 
2020 were analyzed, and it was found that 17.47 mil-
lion people out of the entire population of 51.83 million 
inhabitants of South Korea used medical narcotics, which 
is 33.7% of its population. It should be noted that patients 
used for medical examination purposes are included. A 
total of 9.94 million women (57.2%) and 7.44 million men 
(42.8%) used medical narcotics. In other words, 14.4% 
more women used this type of drug.

People aged between 40 and 60 years were predomi-
nant, out of which those in their 50  s used medical 
narcotics most commonly at 21.2%. Other percent-
ages with regard to age categories were as follows: 40 s, 

19.3%; 60 s, 18.3%; 30 s, 13.1%; 70 s, 10.8%; 20 s, 8.3%; 
80 s, 5.1%; ≤ 10 years, 3.2%; and ≥ 90 years, 0.7%.

It was shown that anesthetics/analgesics (used by 
9.08 million people) and sedative-hypnotics (8.08 mil-
lion) were the most commonly used drugs, followed by 
antianxiety medications (used by 6.03 million people), 
analgesics (2.96 million), anorectic agents (1.31 mil-
lion), antiepileptic medications (1.02 million), antitus-
sives (0.6 million), and medications for attention deficit 
hyperactivity disorder (0.14 million).

Table 3 summarizes the usage of narcotics in Korea. It 
was reported that 102,662 physicians from 39,629 med-
ical institutions used 1,751,865,742 medical narcotics, 
which were administered to 17,474,955 patients in 2020 
in South Korea. Out of all types of prescribing institu-
tions, clinics used medical narcotics most often.

Seo Young-Seok, an assembly member of the Health 
and Welfare Committee of the National Assembly of 
the Republic of Korea, reported that in the case of fen-
tanyl patches—which teenagers get prescriptions for in 
their name or other person’s name for the purpose of 
inhalation—a total of 0.32 million patients got a pre-
scription and there were 0.97 million prescriptions in 

the NIMS from July 2020 to April 2021. The number of 
patients who got prescriptions for the patches in the 
Drug Utilization Review(DUR) submitted by the Health 
Insurance Review and Assessment Service was 0.23 
million patients, and the number of prescriptions was 
0.29 million cases, showing 76% difference [21]. This 
has been possible because all prescriptions, regardless 
of insurance coverage, should be reported mandatorily 
in the NIMS. Therefore, it is important to manage med-
ical narcotics along with prescriptions without insur-
ance coverage.

Utilization results
Since the implementation the NIMS in 2018, the 
reported information has been analyzed and utilized in 
various ways.

Table 2 Number of cases by report type of narcotics handling 
information (number of reported cases in 2020)

Type of report Cases Rates(%)

Dispensing 77534810 62.54%

Administration 32916453 26.55%

Purchase 5790677 4.67%

Sale 5053226 4.08%

Storage transfer 2351957 1.90%

Other released products 80523 0.06%

Other stored products 79831 0.06%

Takeover 51082 0.04%

Handover 43398 0.04%

Disposal 36437 0.03%

Use 27880 0.02%

Manufacturing 3760 0.00%

Import 1308 0.00%

Use of raw materials 1267 0.00%

Export 180 0.00%

Consigned products stored 79 0.00%

Consigned products released 52 0.00%

Sum 123972920 100.00%

Table 3 Usage of narcotics in 2020 in South Korea

Prescribing institutions (types) Number of 
prescribing 
institutions

Number of 
prescribing 
doctors

Number of patients Number of 
prescription 
cases

Used dosage 
(number of tablets/
units)

General hospitals 402 41402 5835456 33175099 454367714

Hospitals 2163 12703 2838206 13916539 146226008

Nursing hospitals 1656 7519 328340 9135045 81207298

Clinics 34748 46713 11288899 43833941 1068183038

Public healthcare centers, etc 660 1468 19160 60179 1881683

Sum 39629 102662 17474955 100120803 1751865742
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The "My Medication History Inquiry" service, which 
has been in operation since February 2020, allows 
patients to search their medication records pertaining to 
administering medical narcotics. According to the "Sta-
tus of Disciplinary Action Against Teachers Involved 
in Drug Crimes in the Last 5 Years" by the Ministry of 
Education in 2020, it was found that more than half of 
the teachers did not realize that their diet pills were psy-
chotropic drugs [22]. Patients can check their narcotics 
medication history via "My Medication History Inquiry 
Service," which can prevent them from the misuse of 
medical narcotics.

The "Information Network to Prevent Doctor Shopping 
for Narcotics" function for doctors, which has been in 
operation since June 2020, checks and prevents the over-
use of medical narcotics by providing a patient’s history 
of using medical narcotics in cases of patients visiting the 
hospital who are suspected of being a drug addict. Dis-
putes could have occurred in the past owing to a doctor’s 
refusal to treat patients, etc., but the Ministry of Food 
and Drug Safety has recently inserted Article 30 (2) of the 
Narcotics Control Act for doctors to avoid prescribing 
medical narcotics to patients when doctor shopping for 
narcotics is suspected. In addition, via big data analysis of 
the NIMS, "Guidance for the Safe Use of Medical Narcot-
ics" reports are being sent to doctors who prescribe large 
amounts of medical narcotics, such as zolpidem, propo-
fol, and anorectics. The "prenotification" service is cur-
rently being developed, including a written warning and 
on-site inspection if safety standards are not met.

In 2019, prescription details were analyzed for three 
months before and after the receipt of the official letter 

entitled "Guidance for the Safe Use of Medical Narcot-
ics." Based on data reported through NIMS and analysis 
of statistical information, official letters were automati-
cally generated on NIMS and sent specifically to each 
hospital. Figure 6 is a template for an official letter that 
provides national statistics such as the number of patients 
who received prescriptions for zolpidem and their gender 
(as reported on NIMS), regional statistics of the locations 
of the relevant hospitals, and statistics on prescriptions 
issued by each hospital.

The results showed that the average amount of 
propofol, zolpidem, and anorectic prescriptions per 
patient was reduced by 9.2%. In particular, prescrip-
tions for zolpidem were reduced by 6.8%, propofol by 
5.9%, and anorectics by 11%, indicating that it posi-
tively affected the appropriate use of narcotics in clini-
cal settings [23]. In addition, a decrease in the average 
prescribed dosage indicates that practitioners issuing 
prescriptions are aware of their prescription dosage 
and are focused on prescribing drugs to patients who 
require them. This means that the safety of narcotics is 
being considered at the prescription stage. Moreover, 
other effective results include investigations requested 
for suspected cases of over-administration and ille-
gal transfer of medications in hospitals and clinics, 
forged prescriptions by patients, and patients sus-
pected of using a dead person’s name illegally [24, 25]. 
The "Guidance for the Safe Use of Medical Narcotics," 
report sample is shown in Fig. 6.

Since July 2020, research data have been open to the 
public so that data on medical narcotics can be safely 
used via the "Narcotics usage data open service".

Fig. 6 Guidance for the safe use of medical narcotics. The "Guidance for the Safe Use of Medical Narcotics" report sample
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Discussion
The rates of misuse and abuse of medical narcotic drugs 
are increasing worldwide. Similarly, in Korea, an increase 
was observed in the number of cases of forgery and fal-
sification of prescriptions for medical narcotic drugs. To 
also enhance the safety of the management of medical 
narcotic drugs, Korea implemented a medical narcotic 
drug handling reporting system that replaces the manual 
record management method with a digital system and 
established an integrated narcotic drug management 
system for this purpose. To the best of our knowledge, 
the NIMS is the world’s first system that can manage 
the entire life cycle of a medical narcotic drug, including 
importing, producing, distributing, using, and dispos-
ing of, as well as track the production, doctors who pre-
scribed, and patients who received the medical narcotic 
drugs across the country.

In this paper, the development process, operation 
results, and utilization performance for establishing an 
integrated narcotic drug management system were pre-
sented. In the first section, we examined the current 
status of misuse and abuse of medical narcotic drugs 
as well as the safety management systems and research 
results of medical narcotic drugs by country. The exist-
ing HITs, such as the PDMP in the U.S., NMS in Canada, 
and DORA in Australia, were determined to be effective 
in identifying the prescription status and making orders 
for dispensing. HIT was also useful in decreasing doctor 
shopping. In the second section, we assessed the Korean 
legal system for safety management of narcotic drugs 
and the process of establishing the integrated narcotic 
drug management system; requirements analysis, design, 
development, and test processes were presented. During 
this process, we collected requirements via user meetings 
and briefing sessions and established a computer link-
age system with ERP, EMR, and billing and prescription 
software, etc., to adapt to computer reporting. Addition-
ally, a tailored Agile Scrum methodology was utilized for 
communication between participants and for sharing 
project progress. In the third section, the data on the use 
of medical narcotic drugs over one year were analyzed. 
The results indicated that the use of medical narcotic 
drugs was relatively greater at the clinic level compared 
with general hospitals. The number of prescriptions not 
covered by insurance was > threefold higher than that of 
prescriptions covered by insurance managed by the gov-
ernment. Utilization services, such as the "Drug Preven-
tion Information Network" and "Medical Drug Safety 
Helper" for doctors and "My Drug History Inquiry Ser-
vice" for patients, were introduced to provide data from 
the integrated narcotic drug management system, and it 
was confirmed that these utilization services reduce the 
average prescription per patient. Based on these findings, 

we conclude that medical safety management via com-
puter systems is useful and efficient.

Despite the overall contributions of the present study, 
we cannot help admitting the limitations. First, we 
could not compare the difference before and after the 
system installation because the narcotic drug handling 
status was recorded and managed manually by each 
narcotic drug handler. Second, since the system was in 
a trial period from 2018 to 2019, the paper only ana-
lyzed the data from 2020. Therefore, further analysis of 
the cumulative data, including age, season, disease, and 
social issues, would be a suitable future research topic.

Conclusions
In Korea, the safety management of medical narcotic 
drugs via the NIMS (a HIT system) resulted in signifi-
cant results, similar to other countries. We believe that 
the successful development of the NIMS can provide 
guidelines for implementing a narcotics management 
system in other countries. Additionally, it is necessary 
to efficiently perform narcotic drug safety management 
via data analysis and seek strategies to establish a social 
safety net.

Abbreviations
DORA  Drug and Poison Information System Online Remote Access
DQM  Database quality management
ERP  Enterprise resource planning
EMR  Electronic medical record
ESB  Enterprise service bus
HIT  Healthcare Information Technology
NIMS  Narcotics Information Management System
NMS  Narcotics Monitoring System
PDMP  Prescription Drug Monitoring Program
RESTful API  Representational state transfer application programming interface

Acknowledgements
The narcotics management information system was carried out as a consign‑
ment project by the Ministry of Food and Drug Safety of Korea.

Authors’ contributions
Conceptualization: Sang‑Yoon Kim, Myung‑Sik Yoo, Soon‑Young Han. Data 
curation: Sang‑Yoon Kim. Formal analysis: Sang‑Yoon Kim. Investigation: 
Sang‑Yoon Kim. Methodology: Sang‑Yoon Kim, Nam‑Wook Cho. Project 
administration: Sang‑Yoon Kim, Nam‑Wook Cho, Myung‑Sik Yoo, Soon‑Young 
Han, Jeong‑Wyan Oh. Resources: Sang‑Yoon Kim. Software: Sang‑Yoon Kim. 
Supervision: Sang‑Yoon Kim, Nam‑Wook Cho, Myung‑Sik Yoo, Soon‑Young 
Han, Jeong‑Wyan Oh. Validation: Sang‑Yoon Kim. Visualization: Sang‑Yoon Kim. 
Writing – original draft: Sang‑Yoon Kim. Writing – review & editing: Sang‑Yoon 
Kim, Nam‑Wook Cho, Myung‑Sik Yoo. The authors read and approved the final 
manuscript.

Funding
The narcotics management information system was carried out as a consign‑
ment project by the Ministry of Food and Drug Safety of Korea.

Availability of data and materials
The data used in this paper is not publicly available under Article 11–5 of the 
Korean Narcotics Control Act. Statistical data can be provided for research, 
investigation, and education on drug misuse on reasonable request from the 
corresponding author.



Page 12 of 12Kim et al. BMC Health Services Research           (2023) 23:73 

•
 
fast, convenient online submission

 •
  

thorough peer review by experienced researchers in your field

• 
 
rapid publication on acceptance

• 
 
support for research data, including large and complex data types

•
  

gold Open Access which fosters wider collaboration and increased citations 

 
maximum visibility for your research: over 100M website views per year •

  At BMC, research is always in progress.

Learn more biomedcentral.com/submissions

Ready to submit your researchReady to submit your research  ?  Choose BMC and benefit from: ?  Choose BMC and benefit from: 

Declarations

Ethics approval and consent to participate
Not applicable.

Consent for publication
Not applicable.

Competing interests
None.

Received: 2 July 2022   Accepted: 11 January 2023

References
 1. UNODC. 2015. World Drug Report 2015. https:// www. unodc. org/ wdr20 

15/. Accessed 8 Feb 2022.
 2. Hedegaard H, Miniño AM, Warner M. Drug overdose deaths in the United 

States, 1999‑2018. NCHS Data Brief (No. 356). National Center for Health 
Statistics. 2020. https:// www. cdc. gov/ nchs/ data/ datab riefs/ db356‑h. pdf. 
Accessed 8 Feb 2022.

 3. Festinger DS, Dugosh KL, Clements N, Flynn AB, Falco M, McLellan AT, 
et al. Use of the Internet to obtain drugs without a prescription among 
treatment‑involved adolescents and young adults. J Child Adolesc Subst 
Abuse. 2022;2016(25):480–6. https:// doi. org/ 10. 1080/ 10678 28X. 2015. 
11033 45. Accessed 8 Feb.

 4. Prosecution Service. Narcotics crime white paper. 2020. https:// www. spo. 
go. kr/ site/ spo/ ex/ board/ List. do? cbIdx= 1204. Accessed 8 Feb 2022.

 5. Kruse CS, Kindred B, Brar S, Gutierrez G, Cormier K. Health information 
technology and doctor shopping: a systematic review. Healthcare. 
2020;8:306.

 6. Centers for Disease Control and Prevention. Prescription painkiller over‑
doses in the U.S. 2011. https:// www. cdc. gov/ vital signs/ paink iller overd 
oses/. Accessed 8 Feb 2022.

 7. NAMSDL, NAMSDL. Model Prescription Monitoring Program (PMP) Act. 
2015. https:// namsdl. org/ topics/ pdmp/. Accessed 8 Feb 2022.

 8. Worley J, Worley J. Prescription drug monitoring programs, a response 
to doctor shopping: purpose, effectiveness, and directions for future 
research. Issues Ment Health Nurs. 2012;33:319–28.

 9. Bao Y, Pan Y, Taylor A, Radakrishnan S, Luo F, Pincus HA, et al. Prescription 
drug monitoring programs are associated with sustained reductions in 
opioid prescribing by physicians. Health Aff (Millwood). 2016;35:1045–51.

 10. Prescription Drug Monitoring Program Center of Excellence at Brandeis. 
Briefing on PDMP effectiveness; 2013. https:// www. ojp. gov/ pdffi les1/ bja/ 
247133. pdf.

 11. Freeman PR, Curran GM, Drummond KL, Martin BC, Teeter BS, Bradley K, 
et al. Utilization of prescription drug monitoring programs for prescribing 
and dispensing decisions: results from a multi‑site qualitative study. Res 
Social Adm Pharm. 2019;15:754–60.

 12. Canadian Government. Controlled Drugs and Substances Act. https:// 
laws‑ lois. justi ce. gc. ca/ eng/ acts/c‑ 38.8/ fullt ext. html. Accessed 8 Feb 2022.

 13. Sproule B. Prescription monitoring programs in Canada: Best prac‑
tice and program review. Ottawa: Canadian Centre on Substance 
Abuse. 2015. http:// npere source. casn. ca/ wp‑ conte nt/ uploa ds/ 2017/ 01/ 
CCSA‑ Presc ripti on‑ Monit oring‑ Progr ams‑ in‑ Canada‑ Report‑ 2015‑ en. pdf.

 14. Gomes T, Juurlink D, Yao Z, Camacho X, Paterson JM, Singh S, et al. Impact 
of legislation and a prescription monitoring program on the prevalence 
of potentially inappropriate prescriptions for monitored drugs in Ontario: 
a time series analysis. CMAJ Open. 2014;2:E256‑61.

 15. Australian Government. Scheduling of medicines & poisons, Scheduling 
basics. https:// www. tga. gov. au/ sched uling‑ basics. Accessed 8 Feb 2022.

 16. Boyles P. Real‑time prescription monitoring: lessons from Tasmania. Aust 
Prescr. 2019;42:48.

 17. My Health Record. Australian Government. https:// www. myhea lthre cord. 
gov. au/ for‑ you‑ your‑ family. Accessed 8 Feb 2022.

 18. Hambleton SJ, Aloizos AMJ. Australia’s digital health journey. Med J Aust. 
2019;210:S5‑6.

 19. Annual Overdose Report. A Penington Institute Report. 2018. Australia’s 
Annual Overdose Report 2018. http:// www. penin gton. org. au/ austr alias‑ 
annual‑ overd ose‑ report‑ 2018.

 20. Jung SH, Jeong DH. A study on the influence factors in data quality of 
public organizations. KIPS Trans Softw Data Eng. 2013;2:251–66.

 21. Youngseok S. Member of the National Assembly. https:// blog. naver. com/ 
PostV iew. naver? blogId= gusen g& logNo= 22253 69845 18& categ oryNo= 
16& paren tCate goryNo= & from= thumb nailL ist. Accessed 8 Feb 2022.

 22. National assembly minutes. http:// likms. assem bly. go. kr/ record/ mhs‑ 40‑ 
010. do? menuId= null. Accessed 13 Dec 2022.

 23. Ministry of Food and Drug Safety. https:// www. mfds. go. kr/ docvi ewer/ 
skin/ doc. html? fn= 20201 12709 21166 12. pdf& rs=/ docvi ewer/ result/ ntc00 
21/ 44790/2/ 202107. Accessed 8 Feb 2022.

 24. Ministry of Food and Drug Safety. https:// www. mfds. go. kr/ docvi ewer/ 
skin/ doc. html? fn= 20190 50809 21355 19. pdf& rs=/ docvi ewer/ result/ ntc00 
21/ 43431/2/ 202107. Accessed 8 Feb 2022.

 25. Health and Welfare Committee. National Assembly. http:// likms. assem bly. 
go. kr/ record/ mhs‑ 40‑ 010. do? class Code= 2& daeNum= 21& commC ode= 
AM& outCo nn=Y# none. Accessed 8 Feb 2022.

Publisher’s Note
Springer Nature remains neutral with regard to jurisdictional claims in pub‑
lished maps and institutional affiliations.

https://www.unodc.org/wdr2015/
https://www.unodc.org/wdr2015/
https://www.cdc.gov/nchs/data/databriefs/db356-h.pdf
https://doi.org/10.1080/1067828X.2015.1103345.
https://doi.org/10.1080/1067828X.2015.1103345.
https://www.spo.go.kr/site/spo/ex/board/List.do?cbIdx=1204
https://www.spo.go.kr/site/spo/ex/board/List.do?cbIdx=1204
https://www.cdc.gov/vitalsigns/painkilleroverdoses/
https://www.cdc.gov/vitalsigns/painkilleroverdoses/
https://namsdl.org/topics/pdmp/
https://www.ojp.gov/pdffiles1/bja/247133.pdf
https://www.ojp.gov/pdffiles1/bja/247133.pdf
https://laws-lois.justice.gc.ca/eng/acts/c-38.8/fulltext.html
https://laws-lois.justice.gc.ca/eng/acts/c-38.8/fulltext.html
http://nperesource.casn.ca/wp-content/uploads/2017/01/CCSA-Prescription-Monitoring-Programs-in-Canada-Report-2015-en.pdf
http://nperesource.casn.ca/wp-content/uploads/2017/01/CCSA-Prescription-Monitoring-Programs-in-Canada-Report-2015-en.pdf
https://www.tga.gov.au/scheduling-basics
https://www.myhealthrecord.gov.au/for-you-your-family
https://www.myhealthrecord.gov.au/for-you-your-family
http://www.penington.org.au/australias-annual-overdose-report-2018
http://www.penington.org.au/australias-annual-overdose-report-2018
https://blog.naver.com/PostView.naver?blogId=guseng&logNo=222536984518&categoryNo=16&parentCategoryNo=&from=thumbnailList
https://blog.naver.com/PostView.naver?blogId=guseng&logNo=222536984518&categoryNo=16&parentCategoryNo=&from=thumbnailList
https://blog.naver.com/PostView.naver?blogId=guseng&logNo=222536984518&categoryNo=16&parentCategoryNo=&from=thumbnailList
http://likms.assembly.go.kr/record/mhs-40-010.do?menuId=null
http://likms.assembly.go.kr/record/mhs-40-010.do?menuId=null
https://www.mfds.go.kr/docviewer/skin/doc.html?fn=20201127092116612.pdf&rs=/docviewer/result/ntc0021/44790/2/202107
https://www.mfds.go.kr/docviewer/skin/doc.html?fn=20201127092116612.pdf&rs=/docviewer/result/ntc0021/44790/2/202107
https://www.mfds.go.kr/docviewer/skin/doc.html?fn=20201127092116612.pdf&rs=/docviewer/result/ntc0021/44790/2/202107
https://www.mfds.go.kr/docviewer/skin/doc.html?fn=20190508092135519.pdf&rs=/docviewer/result/ntc0021/43431/2/202107
https://www.mfds.go.kr/docviewer/skin/doc.html?fn=20190508092135519.pdf&rs=/docviewer/result/ntc0021/43431/2/202107
https://www.mfds.go.kr/docviewer/skin/doc.html?fn=20190508092135519.pdf&rs=/docviewer/result/ntc0021/43431/2/202107
http://likms.assembly.go.kr/record/mhs-40-010.do?classCode=2&daeNum=21&commCode=AM&outConn=Y#none
http://likms.assembly.go.kr/record/mhs-40-010.do?classCode=2&daeNum=21&commCode=AM&outConn=Y#none
http://likms.assembly.go.kr/record/mhs-40-010.do?classCode=2&daeNum=21&commCode=AM&outConn=Y#none

	Narcotics information management system in South Korea: system development and innovation
	Abstract 
	Background 
	Methods 
	Results 
	Conclusions 

	Background
	Rationale
	System trends by country

	Methods
	Institutional information
	System requirements
	Functional requirements
	Non-functional requirements
	Privacy
	Availability
	Connectivity
	Interoperability
	Data integrity

	System design
	System development
	System verification
	Data verification and Utilization of the system

	Results
	Registration status
	Operational results
	Utilization results

	Discussion
	Conclusions
	Acknowledgements
	References


